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Ransomware Playbook

Alarms escalated from Tier1 to Tier2 should be caused by
a truly harmful event, but escalated alarms by Tier1
analysts are not always True Positive due to technical
inadequacy, faulty/incomplete analysis, and authorization
problems.

Before initiating Incident Response processes, please
verify that the alarm from the Tier1 analyst was caused by
malicious activity.
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Find the device in the alarm details on the
'Endpoint Security' page and access the
device with the help of the 'Connect’
button if it is necessary.

Determine the Type of Ransomware-1

Find any related messages, you can check
these:
« Text or HTML files
« Image files, wallpaper on the
compromised host
« Pop-ups
Is there any related message evidence?
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YES/NO
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Determine the Type of Ransomware-2

Examine Texts to Identify Ransomware Type
« Ransomware name
+ Contact email
- Language
« Payment method
- Payment address
« Support chat/support page
Is there any text evidence to identify the ransomware

type?
YES/NO
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Determine the Type of Ransomware-3

Analyze files, these are will be helpful:

+ File extension (e.qg., .crypt, .cry, .locked)
 File types and locations
« Icon for encrypted files

Is there file-type evidence to help identify
the ransomware type?
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YES/NO
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Automated Categorization Services

Upload the encrypted file to the following services.
Thus, you can obtain data that can be used to detect
the variant. Even private keys associated with the
respective ransomware variant can be obtained.

 Crypto Sheriff
+ |ID Ransomware
« ProvenData
Is there any useful data?
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YES/NO

Detecting the root cause is the most important
stage of Incident Response processes. The "open
door" must be closed quickly by identifying the

root cause of the attacker's access to the system.
The attacker may have accessed the system by
deceiving the user through a service open to the
Internet or with a phishing attack.
Please identify the root cause of the incident.
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Initial Access

It is very important to determine the technigue used by the attacker in the "initial access" tactic
in order to determine the root cause, make the systems more secure and not repeat the same
incident again. Please choose the correct initial access method that was used in the attack.
If there is no initial access method used, please choose 'None’ option.

What is the initial access method used in the attack?
= Drive-by Compromise
« Exploit Public-Facing Application
» External Remote Services
» Hardware Addition
» Phishing
» Supply Chain Compromise
+ Trusted Relationship
= Valid Accounts
« Mone
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Determine the Scope

You should find which systems are
affected.
Search on the Endpoint Security, Log
Management, and Email Security for IOCs
you found during your investigation.

Is there more than one infected device?
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YES/NO
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Containment

Systems exposed to cyber attack should
be isolated and the effect of cyber attack
should be reduced.

Does the device need the be isolated?
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Before starting the eradication process,
the evidence on the system must be
transferred to a secure environment.

Please move the evidence on the system
to a secure environment.

Go to Endpoint Security and connect to
the machine. Then, destroy any malicious
file, user or other suspicious artifact that
needs to be destroyed.

Recovery phase is restoring all affected
systems and devices to allow for normal

operations to continue. Playbook's
'Recovery' task has been created to
teach the stages of incident response.
Recovery will not be performed.

- How did the cyber attack happen?
» How well did staff and management perform in
dealing with the incident?
- What would the staff and management do
differently the next time a similar incident occurs?
- What corrective actions can prevent similar
incidents in the future?
« What precursors or indicators should be watched
for in the future to detect similar incidents?

Take notes about finded artifacts during the
investigation




