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Are there attachments or
URLS in the email?

i

malicious?

YES

(——— Was the malicious file or URL opened?

YES

- Download and analyze the EML file
from email security.
 Filtering based on DKIM + SPF or
o header analysis. Header analysis can
help detect if the email sender is
poofed.

YES/NO

The systems that were exposed to the

cyber attack should be isolated and the
Impact of the cyber attack should be

How i the cyber attack happen

- How welid taf and management ol with

watched fo inthe fture 1o detect simiar
incidents?

Note any artifacts found while
investigating.

Please enter your comments on the
analysis.




