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Start

Check Alert Details at the

Investigation Channel

Review the details of the alert at

the investigation channel to

gather more information about the

incident.

    LETSDEFEND

  POST EXPLOITATION

  PLAYBOOK

What is the Initial Access method used in attack?

It is very important to determine the technique used by

the attacker in the "Initial Access" tactic in order to

determine the root cause, make the systems more

secure and not repeat the same incident again. Please

choose the correct initial access method that used in

the attack.

If there is no initial access method used, please

choose 'None' option.

Defense Evasion

Investigate the incident for any signs of the Defense Evasion (TA0005),

which is used by attackers to bypass or defeat defensive security

measures put in place by an organization.

Have you noticed any evasive behavior or anomalies that could

indicate an attempt to bypass security measures?

Have there been any changes made to security settings or

configurations that were not authorized by IT staff?

Have you observed any Defense Evasion technique?

DISCOVERY

Investigate the incident for any signs of the Discovery

technique (TA0007), which is used by attackers to

gain information about the target system or network

Have you observed any unusual network

scanning or port scanning activity?

Have you seen any unusual DNS queries or other

network traffic that may be related to Discovery

activity?

Have you observed any Discovery Technique?

Execution

Investigate the incident for any signs of the Execution technique

(TA0002), which is used by attackers to run malicious code on a

target system or network.

Have you observed any new or unusual processes running on

the target system?

Have you seen any suspicious file downloads or attachments

that may contain malicious code?

Have you observed any Execution technique?

Check for any DISCOVERY techniques used

Instructions:

1. Review the logs and other available data sources for any signs

of reconnaissance activity, such as network scans or port

scans.

2. Check for any anomalous DNS queries or other network traffic

that may be indicative of Discovery activity.

Please choose the true Discovery technique that used in this

attack.

-process discovery, file and directory discovery, account discovery

Check for any indications that the attacker has moved

laterally within the network.

Instructions:

Monitor for attempts to move laterally within the network, such as

the use of stolen credentials, exploitation of vulnerable services, or

other methods.

Use Endpoint Security to detect the use of remote desktop

protocol (RDP), PsExec, or other tools used for lateral movement.

Please Choose the correct Lateral Movement technique the attacker

used in this alert

-Exploitation of remote service, Internal Spear Phishing, Remote Services

LATERAL MOVEMENT

Investigate the incident for any signs of the Lateral Movement

(TA0008), which is used by attackers to gain information about the

target system or network

Have you seen any IOCs in other computers or do you suspect

any lateral movement?

Have you identified any network traffic that may indicate lateral

movement, such as connections to unusual or suspicious IP

addresses or domains?

Have you observed any Lateral movement technique?

Based on the available evidence, can you determine

which Collection technique the attacker used in this

alert

Instructions

As part of the investigation, review system logs and network

traffic to identify any signs of data collection activity by the

attacker, such as suspicious user or process activity, network

connections to cloud storage or information repositories, or

other indicators of data exfiltration

Please Choose the spesific Collection technique the attacker

used in this alert 

-Input capture, Data from Local System, Screen Capture, Email Collection,

Clipboard Data, Data from Cloud Storage, Data from Local system 

COLLECTION

Investigate the incident for any signs of the Collection technique

(TA0009), which is used by attackers to gather data from target systems.

Common target sources include various data types, browsers, audio,

video, user credentials, email or sensitive documents.

Common collection methods include capturing screenshots,

keyboard input, clipboard data and data from cloud storage.

Have you seen any suspicious user or process activity that may be

related to data collection?

Investigate the incident for any signs of Command and

Control activity

Instructions

Review the logs and other available data sources for any

signs of unusual network traffic, such as connections to

known malicious domains or IPs, or encrypted traffic.

Check for any unusual processes or services running on the

system that may be indicative of Command and Control

activity.

Please Choose the spesific Command and Control technique the

attacker used in this alert

-Ingress tool transfer, Encrypted Channel, Proxy, Remote Access

Software, Application Layer Protocol

Investigate the incident for any signs of Exfiltration

activity

Instructions

Review the logs and other available data sources for any

signs of data exfiltration activity, such as large volumes of

data being transferred out of the network.

Check for any anomalous outbound network traffic that may

be indicative of Exfiltration activity.

Please Choose the spesific Exfiltration technique the attacker

used in this alert

-Exfiltration over c2 channel, Transfer data to cloud account,

exfiltration over physical medium, exfiltration over web service 

EXFILTRATION

Investigate the incident for any signs of the Exfiltration technique

(TA0010), which is used by attackers to steal sensitive data from the

target system or network.

Have you observed any unusual outbound network traffic that may

be related to data exfiltration?

Have you seen any unusual file transfers or other activity that may

indicate an attempt to steal data?

Have you seen any suspicious network or process activity that may be

related to Exfiltration activity?

COMMAND & CONTROL

Investigate the incident for any signs of Command and Control activity

(TA0011), which is used by attackers to communicate with and control

compromised systems or networks..

Have you observed any unusual network traffic, such as connections

to known malicious domains or IPs, or encrypted traffic?

Have you seen any unusual processes or services running on the

system that may be related to Command and Control activity?

Have you seen any suspicious network or process activity that may be

related to Command and Control activity?

Identify potential Impact on the organization's systems

and data by analyzing attacker activity.

Instructions

Review the logs and other available data sources for any

signs of malicious activity that may indicate an impact

technique, such as data tampering, destruction, or

modification.

Check for any anomalous activity that could indicate an

impact technique, such as unexpected changes in system

configurations or files.

Please Choose the spesific Impact technique the attacker used in

this alert.

-Service Stop, Data destruction, Data Encrypted for impact, inhibit

system recovery, Disk Wipe

IMPACT 

Investigate the incident for any signs of Impact (TA0040), which involves

the manipulation, interruption, or destruction of systems and data by an

attacker.

Have you observed any unusual activity that could indicate data

tampering, destruction, or modification?

Have you seen any evidence of business processes being

interrupted or altered?

Have you seen any suspicious network or process activity that may be

related to Command and Control activity?

END

Check for any Defense Evasion techniques used

Instructions:

1. Review the logs and other available data sources for any

signs of known or unknown malware that may have been

used to evade or disable security controls.

2. Check for any changes to security settings or configurations

that may have been made by an unauthorized user or

process.

Please choose the true Defense Evasion technique that used in

this attack.

-Masquerading, impair defenses, Hide artifacts, Obfuscated files

or information, Modify Registry

Which execution method used in the attack?

Instructions:

1. Review the logs and other available data sources for any

indications of suspicious or unauthorized code execution,

such as unusual system behavior, unexpected network traffic,

or the creation of unknown files or processes.

2. Look for any indicators of execution-based techniques used

by the attacker, such as fileless malware, malicious scripts, or

the use of legitimate tools for malicious purposes.

Please choose the true Execution technique that used in this

attack.

System Services, User Execution, Windows Management

Instrumentation, Exploitation for Client Execution

What is the persistence method used in the

attack?

In order to ensure that the attacker's access to the system is

completely cut off, the techniques used by the attacker for

persistence must be determined. Please choose the correct

persistence method that was used in the attack.

If there is no persistence method used, please choose 'None' option.

You can learn about the techniques of the following list.

Were privilege escalation techniques used in

the attack?

Attackers often escalate their privileges on the system by using

privilege escalation techniques in order to perform the operations

they want on the systems.

Choose "Yes" if there are privilege escalation methods used in the

attack.

Which technique was used in the credential

access tactic?

Please choose the correct credential access method that was used

in the attack.

If there is no credential access method used, please choose 'None'

option.

Brute Force, Input Capture, Network Sniffing, OS Credential

Dumping, NONE

Does the device need to be isolated?

Systems exposed to cyber attack should be isolated

 and the effect of cyber attack should be reduced.

Does the device need to be isolated?

CONTAINMENT

Please go to the "EDR" page and contain

the machine.

BACKUP EVIDENCES

Before starting the eradication process, the

evidence on the system must be

transferred to a secure environment.

Please move the evidence on the system to

a secure environment.

ERADICATION

Go to Endpoint Security and connect to the

machine. Then, destroy any malicious file,

user or other suspicious artifact that needs

to be destroyed.

RECOVERY

Recovery phase is restoring all affected

systems and devices to allow for normal

operations to continue.

Playbook's 'Recovery' task has been

created to teach the stages of incident

response. Recovery will not be performed.

LESSON LEARNED

How did the cyber attack happen?

How well did staff and management perform in

dealing with the incident?

What would the staff and management do

differently the next time a similar incident

occurs?

What corrective actions can prevent similar

incidents in the future?

What precursors or indicators should be

watched for in the future to detect similar

incidents?

PID:2732

Explorer.exe

OpenWith.exe

MbSyL.exe

Chrome.exe

schtasks.exe

Powershell.exe

conhost.exe

/Create /TN Updates\nyTnQx /

XML

C:\Users\LetsDefend\AppData\Lo

cal\Temp\1\tmp6EAE.tmp

Add-MpPreference -

ExclusionPath

C:\Users\Admin\AppData\Roamin

g\nyTnQx.exe

C:\Windows\system32\conhost.ex

e 0xffffffff -ForceV1

chrome.exe --single-argument

C:\Users\LetsDefend\Appdata\Lo

cal\Temp\MbSyL.exe

Check Alert Details at the

Investigation Channel

Review the details of the alert at

the investigation channel to

gather more information about the

incident.

Execution
Investigate the incident for any signs of the Execution technique

(TA0002), which is used by attackers to run malicious code on a

target system or network.

Have you observed any new or unusual processes running on

the target system?

Have you seen any suspicious file downloads or attachments

that may contain malicious code?

Have you observed any Execution technique?

Privilege Escalation Phase

Attackers often escalate their privileges on the

system by using privilege escalation

techniques in order to perform the operations

they want on the systems.

Which privilege escalation technique(s) was/were used?

Process Injection (12)

Hijack Execution Flow (12)

Abuse Elevation Control Mechanism (4)

Create or Modify System Process (4)

Event Triggered Execution (16)

Scheduled Task/Job (5)

Boot or Logon Initialization Scripts (5)

Boot or Logon Autostart Execution (14)

Exploitation for Privilege Escalation

Escape to Host *

Process Injection (12)

Hijack Execution Flow (12)

NONE

Have you observed any Persistence

techniques?

In order to ensure that the attacker's access to the system is

completely cut off, the techniques used by the attacker for

persistence must be determined. Please choose the correct

persistence method that was used in the attack.

Does the device need to be isolated?

Systems exposed to cyber attack should be isolated

 and the effect of cyber attack should be reduced.

Does the device need to be isolated?

CONTAINMENT

Please go to the "Endpoint Security" page

and contain the machine.

BACKUP EVIDENCES

Before starting the eradication process, the

evidence on the system must be transferred

to a secure environment.

Please move the evidence on the system to

a secure environment.

ERADICATION

Go to Endpoint Security and

connect to the machine. Then,

destroy any malicious file, user or

other suspicious artifact that needs

to be destroyed.

RECOVERY

Recovery phase is restoring all affected

systems and devices to allow for normal

operations to continue.

Playbook's 'Recovery' task has been

created to teach the stages of incident

response. Recovery will not be performed.

LESSON LEARNED

How did the cyber attack happen?

How well did staff and management perform in

dealing with the incident?

What would the staff and management do

differently the next time a similar incident

occurs?

What corrective actions can prevent similar

incidents in the future?

What precursors or indicators should be

watched for in the future to detect similar

incidents?

START

What level of privilege did the attacker

obtain after the attack? Choose one of the

following options:

    -SYSTEM/root level

    -Local administrator

    -User account with admin-like access *

    -User accounts with access to specific system or perform specific

function

 Any changes to user accounts or group

membership

Attackers often escalate their privileges on the system by using privilege escalation

techniques in order to perform the operations they want on the systems.

FOR LINUX:

Check /etc/group file: Analyze the /etc/group file to identify any unauthorized group

membership changes, particularly those granting elevated privileges.

Look for additions or modifications in groups such as "wheel," "sudo," or other

administrator-level groups.

Review configuration files: Examine configuration files such as /etc/pam.d/common-

auth, /etc/login.defs, or /etc/security/access.conf for any unauthorized modifications.

Analyze system logs: Review system logs stored in /var/log/auth.log or /var/log/

secure to identify any suspicious activities.

Look for unexpected user login events, failed login attempts, or modifications to user

privileges.

Valid Accounts, Domain Policy Modification, Access Token Manipulation, NONE

 Any changes to user accounts or group

membership

Attackers often escalate their privileges on the system by using privilege escalation

techniques in order to perform the operations they want on the systems.

FOR WINDOWNS:

Analyze Event IDs: Check for Event IDs such as 4728, 4732, 4729, 4733, 4756, 4757,

and 4720 in Windows Security Event Logs.

Look for patterns of user account modifications, including the creation of new

accounts, changes to group memberships, or modifications to user privileges.

Review Group Policy Object (GPO) changes: Check for modifications to GPOs related

to user rights assignments, security options, or account policies.

Analyze Event ID 4738: Look for event logs associated with changes to GPOs using

Event ID 4738.

Look for abnormal command line arguments, parent-child process relationships, or

unexpected process and user names.

Valid Accounts, Domain Policy Modification, Access Token Manipulation, NONE

Privilege Escalation Phase - 2

Choose the operating system that got effected

by the attack.

Check Alert Details at the

Investigation Channel

Review the details of the alert at

the investigation channel to

gather more information about the

incident.

START

Does the device need to be isolated?

Systems exposed to cyber attack should be isolated

 and the effect of cyber attack should be reduced.

Does the device need to be isolated?

CONTAINMENT

Please go to the "Endpoint Security" page

and contain the machine.

Verify whether a false positive or legit

activity has occurred

Investigate the host associated with the alert to determine if the

activity is a false positive or potentially malicious. This involves

verifying system activity, analyzing user actions, checking known

software or tools, assessing system configuration, analyzing network

traffic, and utilizing threat intelligence.

You can review all of them from the Log Management, Email Security

and Endpoint Security tabs on LetsDefend.

Determine whether the activity is legitimate or malicious.

-TRUE POSITIVE -FALSE POSITIVE

Storage-Based Data Collection

Techniques

Storage based data collection techniques are focus on collecting and analyzing

data from various sources. The detection methods involve monitoring and

analyzing such as email, cloud storage, local systems, and network shared drives.

Have you seen any suspicious user or process activity that may be related to data

collection?

Email Collection

Data from Cloud Storage

Data from Local System

Data from Network Shared Drive

Data from Removable Media

None

BACKUP EVIDENCES

Before starting the eradication process, the

evidence on the system must be transferred

to a secure environment.

Please move the evidence on the system to

a secure environment.

Interaction-Based Data Collection

Techniques

ERADICATION

Go to Endpoint Security and

connect to the machine. Then,

destroy any malicious file, user or

other suspicious artifact that needs

to be destroyed.

Interaction-based data collection techniques are focus on capturing

user and physical device conditions. Such as capturing user

interactions and device-related data, such as input capture, screen

capture, video capture, and audio capture.

Have you observed any collection techniques?

Browser Session Hijacking - Input Capture - Screen Capture - Video

Capture - Clipboard Data - Audio Capture - Adversary-in-the-Middle -

Data from Information Repositories - Data from Configuration

Repository - Data Staged - Automated Collection - Archive Collected

Data - None

RECOVERY

Recovery phase is restoring all affected

systems and devices to allow for normal

operations to continue.

Playbook's 'Recovery' task has been

created to teach the stages of incident

response. Recovery will not be performed.

LESSON LEARNED

How did the cyber attack happen?

How well did staff and management perform in

dealing with the incident?

What would the staff and management do

differently the next time a similar incident

occurs?

What corrective actions can prevent similar

incidents in the future?

What precursors or indicators should be

watched for in the future to detect similar

incidents?

END

Detect and Investigate Data

Exfiltration

To detect any attempts to run applications or commands with elevated privileges, it is

recommended to analyze the logs collected by security products or sysmon.

Once data has been collected, it is crucial to detect and investigate any potential exfiltration attempts. This step

focuses on identifying unauthorized data transfers or communication channels used to send the collected data

outside the network.

Have you observed any unusual outbound network traffic that may be related to data exfiltration?

Have you seen any unusual file transfers or other activity that may indicate an attempt to steal data?

Have you seen any suspicious network or process activity that may be related to Exfiltration activity?

Please Choose the technique that attacker used to exfiltrate data.

Automated Exfiltration - Data Transfer Size Limits - Exfiltration Over Alternative Protocol - Exfiltration Over C2

Channel - Exfiltration Over Other Network Medium - Exfiltration Over Physical Medium - Exfiltration Over Web

Service - Scheduled Transfer - Transfer Data to Cloud Account - None

Did attacker

deleted or

encrypted

the files ?

    LETSDEFEND

DATA LEAK - COLLECTION

  PLAYBOOK

END

    LETSDEFEND

  PRIVILEGE ESCALATION

  PLAYBOOK

Enrichment & Context

Check the Source IP address. Is

the IP address "internal" or

"external"?

- Internal

- External

START

Check Internal IP Situation

Search for the IP address of the

attacker in the emails and

determine whether it is a known

work or not.

Is there any evidence that a red team or other

work will be done on the specified IP address?

Is the IP address considered suspicious by threat intel

sources?

Traffic Analysis

Search for the Attacker IP address on

"Log Management".

Does the target server's SSH/RDP/VPN

port receive any requests from the

attacker's IP address?

IP Reputation Control

Perform a reputation check of the

attacker IP address.

You can use the following resources for

this.

-Virus Total

-AbuseIPDB

-LetsDefend TI

Traffic Analysis

Attacker IP address, multiple servers/

clients as targets

trying to establish an SSH/RDP/VPN

connection?

Log Management

Verify if the brute force attack was successful. You should check the

SSH/RDP/VPN audit logs on Log Management.

For Windows

- Event ID 4624: An account was successfully logged on

- Event ID 4625: An account failed to log on

For Linux

- cat /var/log/auth.log | grep "Failed password"

- cat /var/log/auth.log | grep "Accepted password"

Note : Successful login after login failures from the same source address

to the same target indicates that the brute force attack was successful.

Was the brute force attack successful?

    LETSDEFEND

Brute Force - Security

Analyst Playbook

    LETSDEFEND

COMMAND & CONTROL

PLAYBOOK
Check Alert Details at the

Investigation Channel

Review the details of the alert at

the investigation channel to

gather more information about the

incident.

START

Has the source IP address or domain

been previously associated with

malicious activity?

Check threat intelligence feeds,

blacklists, and reputation databases to

determine if the source IP address or

domain is known for malicious behavior.

Letsdefend TI

Virustotal

YES NO

What is the communication protocol

used for C2 activity?

Inspect the network traffic logs to

identify the communication protocol

used by the potential C2 channel?

TOR

TCP 

UDP

ICMP

None

TA0011 Command and Control

Identify Suspicious Connections

Check for Anomalous Processes

Network Protocol Analysis

Behavior Analysis

Analyze Traffic Patterns

The adversary is trying to communicate with compromised systems to

control them.

Command and Control consists of techniques that adversaries may use

to communicate with systems under their control within a victim network.

The following checks can be performed to detect C2 traffic.

More details can be found here: https://attack.mitre.org/tactics/TA0011/

Which Techniques used in C2 Traffic

Application Layer Protocol (T1071)

Dynamic Resolution (T1568)

Encrypted Channel (T1573)

Fallback Channels (T1008)

As a result of the analysis made through

log management, which C2 technique

does the attack match?

Multi Stage Channels (T1104)

Non Application Layer Protocol (T1095)

Non Standard Port (T1571)

Web Service (T1102)

NONE

Does the device need to be isolated?

Systems exposed to cyber attack should be isolated

 and the effect of cyber attack should be reduced.

Does the device need to be isolated?

CONTAINMENT

Please go to the "Endpoint Security" page

and contain the machine.

Verify whether a false positive or legit

activity has occurred

Investigate the host associated with the alert to determine if the

activity is a false positive or potentially malicious. This involves

verifying system activity, analyzing user actions, checking known

software or tools, assessing system configuration, analyzing network

traffic, and utilizing threat intelligence.

You can review all of them from the Log Management, Email Security

and Endpoint Security tabs on LetsDefend.

Determine whether the activity is legitimate or malicious.

-TRUE POSITIVE -FALSE POSITIVE

Initial Analysis

YES NO

BACKUP EVIDENCES

Before starting the eradication process, the

evidence on the system must be transferred

to a secure environment.

Please move the evidence on the system to

a secure environment.

Have you seen any suspicious

user or process activity that

establishes Outbound/Inbound

connection with?

ERADICATION

Go to Endpoint Security and

connect to the machine. Then,

destroy any malicious file, user or

other suspicious artifact that needs

to be destroyed.

RECOVERY

Recovery phase is restoring all affected

systems and devices to allow for normal

operations to continue.

Playbook's 'Recovery' task has been

created to teach the stages of incident

response. Recovery will not be performed.

LESSON LEARNED

How did the cyber attack happen?

How well did staff and management perform in

dealing with the incident?

What would the staff and management do

differently the next time a similar incident

occurs?

What corrective actions can prevent similar

incidents in the future?

What precursors or indicators should be

watched for in the future to detect similar

incidents?

END

LOG MANAGEMENT

NETWORK CONNECTION ANALYSIS

Both IP-based and user-based searches of the victim

should be conducted using log management. Network

traffic should be analyzed as a result of these

searches.

Check: https://app.letsdefend.io/logmanagement/logs

ENDPOINT SECURITY

PROCESS ANALYSIS

The processes running on the host, the

terminal history, the network history, and

the browser history should all be

carefully examined as part of endpoint

security analysis.

Which Techniques used in C2 Traffic

Remote Access Software (T1219)

Ingress tool transfer (T1105)

Data Encoding (T1132)

Data Obfuscation (1001)

Proxy (T1090)

NONE

As a result of the analysis made through

Endpoint Security analysis which C2

technique does the attack match?

YES NO

Is C2 Connection Encrypted

Did you observe encrypted data in the

raw network traffic between the C2 server

and the host during the connection?

YES NO

Add Artifacts

ADD Artifacts

Analyst Note

Please enter your analysis comments.

Finish Playbook!

Please click confirm button to finish

playbook. Your answers will be saved

and case will be closed. Your artifacts

should list in case after clicking finish

button.

LetsDefend

Ransomware Playbook

START

Verify

Alarms escalated from Tier1 to Tier2 should be caused by

a truly harmful event, but escalated alarms by Tier1

analysts are not always True Positive due to technical

inadequacy, faulty/incomplete analysis, and authorization

problems.

Before initiating Incident Response processes, please

verify that the alarm from the Tier1 analyst was caused by

malicious activity.

Connect to the Machine

Find the device in the alarm details on the

'Endpoint Security' page and access the

device with the help of the 'Connect'

button if it is necessary.

Determine the Type of Ransomware-1

Find any related messages, you can check

these:

Text or HTML files

Image files, wallpaper on the

compromised host

Pop-ups

Is there any related message evidence?

Determine the Type of Ransomware-2

Examine Texts to Identify Ransomware Type

Ransomware name

Contact email

Language

Payment method

Payment address

Support chat/support page

Is there any text evidence to identify the ransomware

type?

Determine the Type of Ransomware-3

Analyze files, these are will be helpful:

File extension (e.g., .crypt, .cry, .locked)

File types and locations

Icon for encrypted files

Is there file-type evidence to help identify

the ransomware type?

Automated Categorization Services

Upload the encrypted file to the following services.

Thus, you can obtain data that can be used to detect

the variant. Even private keys associated with the

respective ransomware variant can be obtained.

Crypto Sheriff

ID Ransomware

ProvenData

Is there any useful data?

Identify The Root Cause

Detecting the root cause is the most important

stage of Incident Response processes. The "open

door" must be closed quickly by identifying the

root cause of the attacker's access to the system.

The attacker may have accessed the system by

deceiving the user through a service open to the

Internet or with a phishing attack.

Please identify the root cause of the incident.

Initial Access

It is very important to determine the technique used by the attacker in the "initial access" tactic

in order to determine the root cause, make the systems more secure and not repeat the same

incident again. Please choose the correct initial access method that was used in the attack.

If there is no initial access method used, please choose 'None' option. 

What is the initial access method used in the attack?

Drive-by Compromise

Exploit Public-Facing Application

External Remote Services

Hardware Addition

Phishing

Supply Chain Compromise

Trusted Relationship

Valid Accounts

None

Determine the Scope

You should find which systems are

affected.

Search on the Endpoint Security, Log

Management, and Email Security for IOCs

you found during your investigation.

Is there more than one infected device?

Containment

Systems exposed to cyber attack should

be isolated and the effect of cyber attack

should be reduced.

Does the device need the be isolated?

Backup Evidences

Before starting the eradication process,

the evidence on the system must be

transferred to a secure environment.

Please move the evidence on the system 

to a secure environment.

Eradication

Go to Endpoint Security and connect to

the machine. Then, destroy any malicious

file, user or other suspicious artifact that

needs to be destroyed.

Recovery

Recovery phase is restoring all affected

systems and devices to allow for normal

operations to continue. Playbook's

'Recovery' task has been created to

teach the stages of incident response.

Recovery will not be performed.

Lesson Learned

How did the cyber attack happen?

How well did staff and management perform in

dealing with the incident?

What would the staff and management do

differently the next time a similar incident occurs?

What corrective actions can prevent similar

incidents in the future?

What precursors or indicators should be watched

for in the future to detect similar incidents?

END

Artifacts

Take notes about finded artifacts during the

investigation

    LETSDEFEND

IR - RECONNAISSANCE

PLAYBOOK

.iso.zip .lnk cmd.exe calc.exe .dll regsvr32.exe wermgr.exe C2

START

Verify

Alarms escalated from Tier1 to Tier2 should be caused by

a truly harmful event, but escalated alarms by Tier1

analysts are not always True Positive due to technical

inadequacy, faulty/incomplete analysis, and authorization

problems.

Before initiating Incident Response processes, please

verify that the alarm from the Tier1 analyst was caused by

malicious activity.

Identify potential reconnaissance

activity on the network

Reconnaissance is an important

phase of an attack where the

attacker gathers information about

the target system and network. This

playbook aims to identify potential

reconnaissance activity.

Check Alert Details at the

Investigation Channel

Identify the relevant log sources to be

analyzed for the discovery activity (e.g.

firewall, proxy, event, sysmon, etc.).

Checks can be provided on "Log

Management" (https://app.letsdefend.io/

logmanagement/logs) for related

searches.

Determine the Scope

You should find which systems are

affected.

Search on the Endpoint Security, Log

Management, and Email Security for IOCs

you found during your investigation.

Is there more than one affected device?

Check Alert Details at the

Investigation Channel

Look for any unusual or suspicious domain name requests.

Check for any unusual or suspicious HTTP requests.

Look for any unusual or suspicious DNS requests.

Against phishing for information check email security.

You can check Endpoint Security(https://app.letsdefend.io/

endpoint) and Email Security(https://app.letsdefend.io/email-

security) for related searches.

Determine the Type of Reconnaissance

As a result of the analysis made through Endpoint

Security analysis which Reconnaissance technique does

the attack match?

Active Scanning

Gather Victim Host Information

Gather Victim Identity Information

Gather Victim Network Information

Gather Victim Org Information

Phishing for Information

Other

Attacker IP Analysis

The attacker performing the Recon activity

can be detected from the logs on IP Log

Management.

Is the attacker IP internal or external?

IP Reputation Check

Perform a reputation check of the attacker IP address.

You can use the following resources for this.

-Virus Total

-AbuseIPDB

-LetsDefend TI

Is the attacker IP suspicious or not?

Containment

Systems exposed to cyber attack should

be isolated and the effect of cyber attack

should be reduced.

Does the device need the be isolated?

YES/NO

Lesson Learned

How did the cyber attack happen?

How well did staff and management perform in

dealing with the incident?

What would the staff and management do

differently the next time a similar incident occurs?

What corrective actions can prevent similar

incidents in the future?

What precursors or indicators should be watched

for in the future to detect similar incidents?

Artifacts

Take notes about finded artifacts during the

investigation

Connect to the Machine

If the logs on the Endpoint Security

and Log Management pages are

insufficient, find the device in the

alarm details on the 'Endpoint

Security' page and access the

device with the 'Connect' button for

detailed analysis.
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Management.
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Perform a reputation check of the attacker IP address.

You can use the following resources for this.
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-AbuseIPDB
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Is the attacker IP suspicious or not?

Containment

Systems exposed to cyber attack should

be isolated and the effect of cyber attack

should be reduced.

Does the device need the be isolated?

YES/NO

Lesson Learned

How did the cyber attack happen?

How well did staff and management perform in

dealing with the incident?

What would the staff and management do

differently the next time a similar incident occurs?
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incidents in the future?
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Internal

YES/NO

External

Analyst Note

Please enter your analysis comments.

END

Analyst Note

Please enter your analysis comments.

END

Analyst Note

Please enter your analysis comments.

...

CONTAINMENT

Please go to the "Endpoint Security" page

and contain the machine.

LESSON LEARNED

How did the cyber attack happen?

How well did staff and management perform in

dealing with the incident?

What would the staff and management do

differently the next time a similar incident

occurs?

What corrective actions can prevent similar

incidents in the future?

What precursors or indicators should be

watched for in the future to detect similar

incidents?

END

Add Artifacts

ADD Artifacts

Analyst Note

Please enter your analysis comments.

Finish Playbook!

Please click confirm button to finish

playbook. Your answers will be saved

and case will be closed. Your artifacts

should list in case after clicking finish

button.

Does the device need to be isolated?

Systems exposed to cyber attack should be isolated

 and the effect of cyber attack should be reduced.

Does the device need to be isolated?

START

Verify

Alarms escalated from Tier1 to Tier2 should be caused by

a truly harmful event, but escalated alarms by Tier1

analysts are not always True Positive due to technical

inadequacy, faulty/incomplete analysis, and authorization

problems.

Before initiating Incident Response processes, please

verify that the alarm from the Tier1 analyst was caused by

malicious activity.

Connect to the Machine

Find the device in the alarm details on the 'Endpoint

Security' page and access the device with the help of

the 'Connect' button if it is necessary.

Analyze Malware

Analyze malware in third party tools and find C2

address.

You can use the free products/services below.

AnyRun

VirusTotal

HybridAnalysis

Is the file malicious?

Malware Type

What is the malware type?

Trojan

Spyware

Adware

Rootkit

Ransomware

Worm

Keylogger

What is the Initial Access Method Used in the Attack?

It is very important to determine the technique used

by the attacker in the "Initial Access" tactic in order to

determine the root cause, make the systems more

secure and not repeat the same incident again. Please

choose the correct initial access method that used in

the attack.

-External remote services, -Phishing, -Supply Chain

Compromise, -Valid Accounts, -Drive-by Compromise

Define Scope

Have you seen IOCs on more than one

machine?

Check if the Malware is Quarantined/

Cleaned

Log management

endpoint security 

Malware quarantined/cleaned?

Has the Malware Been Executed on the Device?

Please examine the alert details and the

logs on the device to determine whether

the malware is successfully

executed on the system.

Choose "Yes" if malware was successfully

executed on the system.

Backup Evidences

Before starting the eradication process,

the evidence on the system must be

transferred to a secure environment.

Please move the evidence on the system 

to a secure environment.

Eradication

Go to Endpoint Security and connect to

the machine. Then, destroy any malicious

file, user or other suspicious artifact that

needs to be destroyed.

Recovery

Recovery phase is restoring all affected

systems and devices to allow for normal

operations to continue. Playbook's

'Recovery' task has been created to

teach the stages of incident response.

Recovery will not be performed.

Lesson Learned

How did the cyber attack happen?

How well did staff and management perform in

dealing with the incident?

What would the staff and management do

differently the next time a similar incident occurs?

What corrective actions can prevent similar

incidents in the future?

What precursors or indicators should be watched

for in the future to detect similar incidents?

END

Artifacts

Take notes about finded artifacts during

the investigation

Analyst Note

Please enter your analysis comments.

Malware Spread

How did the malware spread?

-Internal/external phishing

-Malicious websites

-Shared networks

-Other

Which Technique(s) Was Used As An Execution

Tactic?

-Command and Scripting Interpreter

-Exploitation for Client Execution

-Scheduled Task/Job

-Serverless Execution

-User Execution

-Windows Management Instrumentation

Containment

Systems exposed to cyber attack should

be isolated and the effect of cyber attack

should be reduced.

Check If Someone Requested the C2

Please go to the "Log Management" page

and check if the C2 address accessed.

You can check if the malicious file is run by

searching the C2 addresses of the

malicious file. Please click "Accessed" if

someone access the malicious address. 

Does the device need the be isolated?

Malicious

YES

YES

NO

NO


